University of Mary Washington

Interoperability Security Agreement (ISA)
Memorandum of Understanding

TO BE COMPLETED AT TIME OF AWARD
DO NOT SUBMIT WITH BID

Date:  DATE
This Memorandum of Understanding comprises an Interoperability Security Agreement (ISA) between the System Owners of the  _[Contractor System Name]________ “owned” by __[Contractor Company Name]____ and the __data__ “owned” by the University of Mary Washington.  The interoperability between _[Contractor Company Name]_____ and the University of Mary Washington provides __[short description of service]___.  The table below outlines the nature of the sensitive data shared between the systems:

	Type of Data
	Sensitivity Ratings
	Data Flow

	
	Confidentiality
	Integrity
	Availability
	To/from/both

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The Contractor System Owner of the IT system above agrees to the following: 
· Annually provide UMW, at their request, with documentation describing the current state of __[Contractor Company’s]_______  security program and controls.  Documentation could take the form of a SAS70 report or similar security audit documentation.
· To inform UMW, in a timely and deliberate manner, of any security breaches that affect UMW data.

This ISA shall remain in force until Contract Termination unless jointly re-accomplished by the ISOs.

Contractor Contacts:

_____________________________________________________
________________

Printed Name and Signature





Date

__________________________________
_____________________________
Email





Phone

